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Preface

This Standard was prepared by Standards Australia Committee HT-008, Security for Health Care
Facilities, to supersede AS 4485.2—1997.

The policies, principles, standards and common practices outlined in this Standard provide guidance for
the development and implementation of effective security systems throughout all healthcare facilities.

The major changes in this edition are as follows:

(@) Content has been restructured to reflect updates to AS 4485.1.
(b) Content has been updated to reflect current security technologies and practices.
(© Alignment with AS ISO 31000.

This Standard is part of a series, as follows:
(1) AS 4485.1, Security for healthcare facilities, Part 1: General requirements
(ii) AS 4485.2, Security for healthcare facilities, Part 2: Procedures guide (this Standard)

Part 1 sets out the essential requirements needed to provide a safe and secure environment for workers,
patients and visitors in healthcare facilities. Part 2 is a guide to the implementation of security services.

© Standards Australia Limited 2021



ii AS 4485.2:2021

Contents
PIEEACE ........ooccoee st ii
Section 1 SCOPE ANA EMETAL ...
1.1 ScOpe .
1.2 Normative references
1.3 Terms and definitions
Section 2 POlicies aNd PIrOCEAUIES ...ttt 3
2.1 Governance
2.2 SECUTTLY AQIMUINISTIATOT ..o 3
2.2.1  FOrmal deleatiOn ... e 3
2.2.2 Role and responsibilities.............coo.... .3
2.2.3  Policy coordination.............. .3
2.2.4 Other sources of expert advice
2.3 ORI OTGANIZATIONIS oot 4
Section 3 SeCUTrity FiSK @SSE@SSIMEIIL ...t 5
3.1 Risk management............ 5
3.2 Important assets and property... 5
3.3 Information............ 5
3.4 Assessment of threats..........ccco.. 6
3.4.1 Non-deliberate threats.... .6
3.4.2  CIIMUNAL TISKS ..o s 6
3.4.3  SoUrCeS Of INFOTTNATION ...oooccoeie e 6
3.5 Riskassessment. ... 7
3.6 Vulnerability analysis 8
3.6.1 Factors affecting VUINErability . ... 8
3.6.2 Actions to reduce VUINErabilities ... 8
SECtiON 4 PRYSICAL SECUTILY .......ooocccooviiiiieiiissssssssssssssssssssss st 9
4.1 General
4.2 DeSiN ANA CONSTIUCTION .o
421 INETOAUCTION oo
4.2.2 Crime prevention through environmental design..
4.2.3 Utilities and critical infrastructure............ccccooc..
4.2.4 Barrier protection ...
4.2.5 Doorsand windows............con:
4.2.6 Restricted areas ...
4.2.7 Uninterrupted power SUPPLY (UPS) ...
4.2.8 Helicopter landing Site (HLS) ..o
4.2.9 Design of worker accommodation
4.3 FaACKHIEY SECUTTEY oo

4.3.1  SeCUITLY @QUIPIMIEINIT. ....oooiiiiiiiieiesiieeiieeeeeee bbb
4.3.2 Engineering equipment. ...
4.3.3 Equipment security and asset control....
4.3.4 Car park security and control.................

4.3.5 Emergency and retrieval vehicle and aircraft security
4.3.6  SECUIE SEOTAGZE ...t

43,7 PLOPEITY oot
4.3.8 Intruder alarm systems

4.3.9 Video surveillance.........ccvrrrr

4.3.10 Duress alarms.....

4.3.11 Access control....

4.3.12 LOCKS oo

4.3.13 Combination locks...

B304 KEYS e

4.3.15  PasSes OF IAENTILY CAIAS ... e



AS 4485.2:2021 iv

4.4

Section 5
5.1
5.2
5.3
5.4
5.5
5.6
5.7
5.8

Section 6
6.1
6.2
6.3
6.4
6.5
6.6

6.7

Section 7
7.1
7.2
7.3

Section 8
8.1

4.3.16 Visitor identification............ccre.
4.3.17 Weapons and other dangerous items
4.3.18 Storage and disposal of hazardous substances

4.3.19 Disposal of cliNICal WaSEE ...

4.3.20 Drug theft and diversion Prevention ...

4.3.21 Valuable collectables

4.3.22  ClOSE OF DUSINESS ..o e

4.3.23 Protocols for after-hours SAfety . ...
Patient SECUIitY ...

4.4.1 Missing patients..........n
4.4.2 Restrictive interventions
4.4.3 Special considerations for patients with protective status (other than

PETSONS T CUSTOAY ) et
4.4.4 Security of persons in custody

Security services......
Tasks and functions.......

SElECTION AN VEELIIIG ..o
Uniform, dress and DEATTIIE .. ...
Equipment
Proprietary Versus CONTIaCt SEIVICES ...
LICOIISIIIG ek

Security and safety of people
INErOdUCION ..o
Application
INQEUTE OF TISKS ..
RISKS £0 POPIE ...t
Responsibility of people...
Special considerations.....
6.6.1 General..
6.6.2  WardS ..o
6.6.3 Emergency departments and urgent care....
6.6.4 Mental healthcare facilities. ...
6.6.5  PUDIIC INTEITACE AI@AS.....oooioooicieeeeieseesss s
6.6.6 Operating room security
6.6.7  HOIMIE VISTES. ..ottt
6.6.8 Movement of workers and others at NIht ...
6.6.9 Isolated work areas ...
6.6.10 Worker accommodation
B.6. 11 MOTEUATY oot
6.6.12 Research, pathology and radiology 1aboratories ..., 37
6.6.13 Storage and transport of cash
6.6.14 Family planning facilities. ...
6.6.15  TOITOTISITL ..o
Risk reduction.....
6.7.1 General
6.7.2 Personal security precautions in the workplace
6.7.3  COMIMUEIING ...ooooiiiiiiniecies st
6.7.4  SOCIAL TNEAIA ...ooooe st

Security screening of workers and VENAOTS................eeeee e 39
INErOAUCTION ..o

Worker probity ...
RESPONISTDIIIEY ...

INCIA@NE PIOCEAUIES..........ccoo ettt 41
GIBIMETAL ... 41



8.2
8.3

8.4

8.5

Section 9
9.1

9.2

9.3
9.4
9.5
9.6
9.7
9.8

Section 10
10.1
10.2

10.3
10.4

10.5
10.6

10.7
10.8
10.9

Section 11
11.1

v AS 4485.2:2021

Preservation of crime scene evidence
Reporting and investigation ...
8.3.1 Reporting
8.3.2  INVESTIGATION ...oooor s
8.3.3  Criminal PrOCEEAINES ...t
Post-incident management
84T GIEIAL..o e
8.4.2 Choice of people to Provide SUPPOTL. ... 43
8.4.3 Post-incident management
8.4.4 Supervisor’'s role. ...
845 POST-TIAUINIA ..o
8.4.6 Critical incidents and psychological debriefing............i 44
8.4.7 Post-incident operational debriefing
8.4.8 Counselling and psychological SUPPOTL.......c..cris e 44
Minimizing the possibility of recurrence

Newborn and paediatric security....................
GENETAL...oo e
9.1.1 General.....n
9.1.2 Healthcare facilities
9.1.3 Security for newborns and paediatriCs . ... 46
9.1.4 Physical security
9.1.5 Parents, family or guardians’ involvement in security measures
ASSUMPLION OF CATE w...ooooi s

9.2.1  General ...

9.2.2 Response to a possible abduction
IMEAIA STTALEEIES ..o
PACAIALITIC SECUTTEY ..o
Adolescent security
Country and stand-alone Maternity SEIVICES ... 49
Child-IINAINE SETVICES ....ooocioiiiieee et 49
DIELIVETTY SUILE ... 49

Pharmacy and pharmaceuticals SECUTITEY ... 50
General
A DPIICATION e

T0.2.T  GEIIETAL oo
10.2.2 Responsibility...
POliCIES AN PIOCEAUIES ... e
Facilities and @QUIDPINEINT. ...t
10.4.1  General ...

10.4.2 Design of storage areas
10.4.3  DeSINAted SECUIE ATEAS.....ccceverieeieiieeseeeeieeeeee et
10.4.4 Facilities and eqUIPIMIENT. ...
10.4.5 Holding areas
Pharmacy COMPULET SYSTEINIS ...
Purchasing of pharmaceUiCALS ...
10.6.1  General ...

10.6.2  Valid orders ...

Receiving of pharmaceuticals (stock)................

Storage of pharmaceuticals.........ccoirs

Internal distribution of pharmaceuticals
T0.9.1  GEIETAL oo
10.9.2  DISEIIDUTION -

Education, induction and training
Healthcare security officers ...
1111 Training.. s
11.1.2 Additional competencies for SUPEIVISOTS ... 53
11.1.3  Custodial and eSCOTt OffICETS ... 53




AS 4485.2:2021 vi
11.2 Workers other than healthcare security offiCers ... 54
11.2.1  Training CONSIAETATIONS ... 54
11.2.2 Evaluation of security-related education and training activities..............cceee 56
Section 12 Security for services provided outside of the healthcare facility
1201 IETOUCEION e
T2.2  APPLICATION ..o
12.3 General procedures for home visits..........
12.3.1 Riskassessment ...
12.3.2 Security risks to be considered
12.3.3 Potential risk controls.....................
12.3.4 Alternative arrangements.........
12.3.5 HOME VISItING PIOCEAUIES......cccoooroiveeierreee e
12.3.6  Vehicle BreaRAOWTL. ...
Section 13
13.1
13.2 Recruitment briefing..
13.3  SECUITEY PIOVISIOIIS w.oooiioeiiieiee et
13.301  GOIIETAL e
13.3.2 Remote area worker accommodation
13.3.3  LEGIEINE e
13.3.4  DOOTS QN0 WITIAOWS ..o
13.3.5 Fencing ..
13.3.6 Suitable vehicle ...
13.3.7 Garaging and storage...................
13.3.8 Communications................
13.3.9 Fire protection ...
13.3.10 Security awareness training
13.3.11 Emergency management PIANS. .. ..ot
T34 SECUTTEY POLICIES ..ot

Bibliography ...




1 AS 4485.2:2021
Australian Standard®

Security for healthcare facilities
Part 2: Procedures guide

Section1 Scope and general

1.1 Scope

This Standard provides guidance and explanatory material to assist with the implementation of the
requirements of AS 4485.1.

1.2 Normative references
There are no normative references in this document.

NOTE Documents for informative purposes are listed in the Bibliography.

1.3 Terms and definitions

For the purpose of this Standard, the terms and definitions given in AS 4485.1 and the following
definitions apply.

1.3.1

attractive asset

item which is vital to the operations of the facility, has a high monetary value or is of a particularly
attractive nature (e.g. jewellery or drug holdings)

1.3.2

burglar resistant areas

areas which are secured in a manner suitable for the handling of money, drugs and other attractive
assets to a level which will resist entry by an experienced criminal deliberately trying to force entry
with suitable equipment

1.3.3

chief executive officer

CEO

position at that level of responsibility and authority immediately below the facility’s governing body or
authority, or proprietor

1.3.4

intruder resistant areas

areas which are secured in a manner suitable for the handling and storage of property of value to the
facility and hazardous materials, to a level that will resist attempted entry, either unintentional or by a
person without appropriate skills and equipment

1.3.5
may
indicates the existence of an option

1.3.6
outreach services
any service which visits clients, or potential clients, in their homes or at an external site

1.3.7
should
indicates a recommendation
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